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Some unanswered questions on symmetric
cryptosystems

 Key management: changing the secret key or establishing one is nontrivial

Change the keys two users share (should be done reasonably often)

Establish a secret key with somebody you do not know and cannot meet in person: (e.g.,
visiting secure websites such as e-shops)

This could be done via a trusted Key Distribution Center (details in a future lecture)

Can (or should) we really trust the KDC?

“What good would it do after all to develop impenetrable cryptosystems, if their users
were forced to share their keys with a KDC that could be compromised by either burglary
or subpoena?” —Diffie, 1988

- Digital signatures: one shouid make sure that a message came infact from the
claimed sender



A breakthrough idea

* Rather than having a secret key that the two users must share, each
users has two keys

— One key is secret and he is the only one who knows it

— The other key is public and anvone who wishes to send him a
message uses that key to encrypt the message

— Diffie and Hellman first (publicly) introduced the idea in 1976 —this was
radically different than all previous efforts

— NSA claims to have known it sine mid-1960s!

— Communications-Electronic Security Group (the British counterpart of
NSA) documented the idea in a classified report in 1970



A word of warning

Public-key cryptography complements rather than replaces
symmetric cryptography

There is nothing in principle to make public-key crypto more
secure than symmetric crypto

Public-key crypto does not make symmetric crypto obsolete: it has
its advantages but also its (major) drawbacks such as speed

Due to its low speed, it is mostly confined to key management
and digital signatures



The idea of public-key cryptography

The concept was proposed in 1976 by Diffieand Heliman although no practical way
to design such a system was suggested

Each user has two keys: one encryption key that he makes public and one
decryption key that he keeps secret

— Clearly, it should be computationally infeasible to determine the decryption key given only
the encryption key and the cryptographic algorithm

Some algorithms (such as RSA) satisty also the following useful characteristic:

— Either one of the two keys can be used for encryption —the other one should then be used
to decrypt the message

First we will investigate the concept with no reference yet to practical design of a
public-key system



Essential steps in public-key encryption

Each user generates a pair of keys to be used for encryption and decryption

Each user places one of the two keys in a public register and the other key is kept
private

If B wants to send a confidential message t¢ A, B encrypts the message using A’s
public key
When A receives the message, she decrypts it using her private key

— Nobody else can decrypt the message because that can only be done using A’s private
key

— Deducing a private key should be infeasible

If a user wishes to change his keys —generate another pair of keys and publish the
public one: no interaction with other users is needed
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Some notation

The public key of user A will be denoted KUa
The private key of user A will be denoted KRa
Encryption method will be a function E
Decryption method will be a function D

If B wishes to send a plain message X to A, then he
sends the cryptotext Y=E(KUa,X)

The intended receiver A will decrypt the message:
D(KRA,Y)=X



A first attack on the public-key scheme —authenticity

Immediate attack on this scheme:

An attacker may impersonate user B: he sends a message E(KUa,X) and claims in the
message to be B —A has no guarantee this is so

— This was guaranteed in classical cryptosystems siimply through knowing the key (only A and B are
supposed to know the symmetric key)

The authenticity of user B can be established as follows:

B will encrypt the message using his private key: Y=E(KRg,X)

This shows the authenticity of the sender because (supposedly) he is the only one who
knows the private key

The entire encrypted message serves as a digital signature

— Note: this may not be the best possible solution: ideally, digital signatures should be rather small so
that one can preserve many of them over a long period of time

Better schemes will be presented a couple of lectures on
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Encryption and authenticity

 Still a drawback: the scheme on the previous slide authenticate but
does not ensure security: anybody can decrypt the message using
B’s public key

* One can provide both authentication and confidentiality using the
public-key scheme twice:
— B encrypts X with his private key: Y=E(KRs,X)
— B encrypts Y with A’s public key: Z=E(KUa,Y)
— A will decrypt Z (and she is the only one capable of doing it): Y=D(KRa,Z)

— A can now get the plaintext and ensure that it comes from B (he is the

only one who knows his private key): decrypt Y using B’s public key:
X=E(KUB,Y)



Applications for public-key cryptosystems

1.Encryption/decryption: sender encrypts the message
with the receiver’s public key

2.Digital signature: sender “signs” the message (or a
representative part of the message) using his private
key

3.Key exchange: two sides cooperate to exchange a
secret key for later use in a secret-key cryptosystem



Requirements for public-key cryptosystems

Generating a key pair (public key, private key) is computationally easy

Encrypting a message using a known key (his own private or somebody else’s
public) is computationally easy

Decrypting a message using a known key (his own private or somebody else’s
public) is computationally easy

Knowing the public key, it is computationally infeasible for an opponent to deduce
the private key

Knowing the public key and a ciphertext, it is computationally infeasible for an
opponent to deduce the private key

Useful extra feature: encryption and decryption can be applied in any order:
E( KUA, D(KRA,X) ) =D(KRA, E( KUA, X)
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One of the first proposals on implementing the concept of public-key cryptography was that of Rivest,
Shamir, Adleman—-1977: RSA

The RSA scheme is a block cipher in which the plaintext and the ciphertext are integers between 0 and
n-1 for some fixed n
— Typical size for n is 1024 bits (or 309 decimal digits)
— To be secure with today’s technology size should between 1024 and 2048 bits
|ldea of RSA: it is a difficult math problem to factorize (large)integers
— Choose p and q odd primes, n=pq
— Choose integers d,e such that M*ed=M mod n, for all M<n
— Plaintext: block of k bits, where 2k<n<2k+1—can be considered a number M with M<n
— Encryption: C=M"e mod n
— Decryption: C*d mod n = M*de modn =M
— Public key: KU={e,n}
— Private key:KR={d,n}
Question: How do we find d,e?
— Answer: Number Theory!



RSA Background Mathematics



Modulo Congruence
b = ¢ (mod m).

It refers to the relationship between two integers that have the same remainder
when divided by a given positive integer, which is known as the modulus.

In other words, two integers a and b are said to be congruent modulo n, denoted
as a = b (mod n), if they have the same remainder when divided by n.

14 = 2 (mod 6)
25 =19 (mod 3)



Euler Totient Function
6 (24) =8

The Euler totient function, denoted as @(n), is an impertant function in number theory.
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eonhard Euler

It plays a critical role in the RSA algorithm, which is a widely-used public-key
cryptosystem.

The Euler totient function is defined as @number of positive integers less than or
equal to n that are relatively prime to n.-

N\

It is denoted as ¢@(n), where n és@f\bositive integer.

For example, if n = 10, then @(10) = 4, because the only positive integers less than or
equal to 10 that are relatively prime to 10 are 1, 3, 7, and 9.




Euler Totient Function Properties

The Euler totient function has several important properties that make it useful in
number theory and cryptography.

The first property is that ¢(n) is always even for n>> 2.

The second property is that if p is a primezumber, then ¢(p) = p-1.

N\

*

The third property is that if p andg,are distinct prime numbers, then @(pq) = (p-1)(g-1).
o\

The fourth property is that if n is a positive integer and a is a positive integer relatively
prime to n, then ¢@(an) = ¢(n) x a*(k-1), where k is the highest power of a that divides n




Euler Totient Function
¢ (24) =8

To calculate the Euler totient function, we need to find
prime factors, this is the hardest part, for a big number it
iIs very hard to find all of its prime factors, this is the
security in RSA which is hard to factor a large number.

Easy to see that for any two primes p,q, ¢(pq)=(p-1)(q-1)

Euler’s theorem: for any relatively prime integers a, n we
have a®W=1 mod n

This theorem is a key component of the RSA algorithm,
which uses modular exponentiation to encrypt and
decrypt messages.



Prime Factorization
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Back to RSA
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RSA Algorithm
Encrypt m°modn =c = (p - |)(q - |)




Encrypt m° mod n = ¢

Decrypt c“modn=m
Q)
—
Q
b = 6|,?;8i 53,c = 17,
"\?233 d = 2753
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Example

Key generation

Select primes p=17, q=11

Compute n=p*q=187

Compute ¢(n)=(p-1)(g-1)=160

Select e=7

Compute d: d=23 (use the extended Euclid’s algorithm)
Pr.={7,187}

Pu,={23,187}

Encrypt M=88: 88’'mod 187
88'mod 187 = 11

Decrypt C=11: 11%°mod 187
M=1123 mod 187=88



Attacking RSA

Brute force attacks: try all possible private keys

As in the other cases defend using large keys: nowadays integers between 1024
and 2048 bits

Mathematical attacks

Factor n into its two primes p,q: this is a hard problem for large n

— Challenges by RSA Labs to factorize large integers

— Smallest unsolved challenge: 704 bits

Determine ¢@(n) directly without first determining p,q: this math problem is equivalent to factoring

Determine d directly, without first determining ¢(n): this is believed to be at least as difficult as
factoring

Suggestions for design
The larger the keys, the better but also the slower the algorithm

Choosing p,q badly may weaken the algorithm

— p,q should differ in length by only a few bits: for a 1024-bit key, p,q should be on the order of
magnitude 1075to 10100

— p-1 and g-1 should both contain a large prime factor
— gcd(p-1,9-1) should be small
— hd should be larger than n1/4RSA



